£ .

1
Urchin 3.4

Installation and
Administration Guide

for Urchin Datacenter on Windows®
Platforms




Copyright 2002 Quantified Systems Inc., 2165 India Street, San Diego, CA 92101
USA. All rights reserved.

This product and document is protected by copyright and distributed under licenses
restricting its use, copying, distribution, and decompilation. No part of this product or
document may be reproduced in any form by any means without prior written
authorization of Quantified and its licensors, if any. Quantified, Quantified Systems,
Inc., Quantified Systems, Urchin, Urchin Pro, Urchin Dedicated, Urchin Enterprise,
the Quantified logo, and the Urchin logo are trademarks, registered trademarks, or
service marks of Quantified Systems, Inc. Sun, Sun Microsystems, Solaris, and the
Sun logo are trademarks, registered trademarks, or service marks of Sun
Microsystems, Inc. The Netscape Communications Corporation logo, Netscape, and
Netscape Navigator are trademarks of AOL Time Warner Corporation. All other
trademarks are property of their respective holders.

DOCUMENTATION AND SOFTWARE ARE PROVIDED "AS 1S." QUANTIFIED'S
LICENSOR, QUANTIFIED SYSTEMS, INC. ("QUANTIFIED"), MAKES NO WARRANTIES,
EXPRESSED OR IMPLIED, INCLUDING WITHOUT LIMITATION THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
REGARDING THE SOFTWARE. QUANTIFIED DOES NOT WARRANT, GUARANTEE OR
MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE USE
OF THE SOFTWARE IN TERMS OF ITS CORRECTNESS, ACCURACY, RELIABILITY,
CURRENTNESS, OR OTHERWISE. THE ENTIRE RISK AS TO THE RESULTS AND
PERFORMANCE OF THE SOFTWARE IS ASSUMED BY YOU. IN NO EVENT WILL
QUANTIFIED, AND ITS DIRECTORS, OFFICERS, EMPLOYEES, OR AGENTS,
COLLECTIVELY QUANTIFIED, BE LIABLE TO YOU FOR ANY CONSEQUENTIAL,
INCIDENTAL, OR INDIRECT DAMAGES INCLUDING DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION,
AND THE LIKE, ARISING OUT OF THE USE OR INABILITY TO USE THE SOFTWARE
EVEN IF QUANTIFIED HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
PLEASE DON'T SUE US, IT ISN'T NICE

Document Version: sysadmin.win.dc.3.400.rel.us.1.1.rel



Table of Contents

SUPER QUICKSTART GUIDE....... ettt e 5
L INTRODUGCT TON s s ssssssssssssssssssssnnssssssnnnnnnnnnnns 6
LI WHAT SINEW WITH URCHINS? oottt e e e e e eeeeeee s e e e e e eeeeeeaaasseeasesennnnnnaneeeeeees 6
1.2 SYSTEM REQUIREMENTS ....ciittiieeeiitrieeeeitreeeseitreeeeessseeessessseeesassseseesssssessssesssesesansssnens 7
1.3 PRIVACY AND SECURITY uuiiieeteeeeutaeaeeeeeaeeeessnaaassssasssessssaassessssseesssnassssesesensssnaaaasessees 8
2. SYSTEM READINESS.... oottt e e e e e e e e e e e eaaaaeseeeeeenenaaaaseeeeseennnns 9
2.1 L OG FORM AT S ettt ettt e e e e et ettt et e e e eeeeeeeeea s aaaeseeaseneessnaaesseesseensnnaaseeeeeenennns 9
2.2 LOG ROTATION «eteeeeeteeee e e e e e et eeaaeeeeeeeeeeeeeaaaaasseeeseeeensnaaassseeeeneennnaasseseeerennnnaaaaeeeeees 10
2.3 REVERSE DINS ..ottt ettt e e e et et et e e ee e e e e e e e e ee e e st e eeeeeeeeeeesnaaaeeeas 10
2.4 URCHIN REPORTING REQUIREMENTS ..c.cciittieeeiitreeeeeitreeeeestneeesssssseeesensseeessssseesssnnes 11
B INST ALLATION ettt ettt ettt e e e et e e et eee s aesssaeeseessaasseeaessesssnnaaseeeeseennns 12
3.1 DOWNLOAD AND EXPAND ARCHIVE «.cceeeeeeeeeeeeeeeeeeeeeteaaaeeeeeeeeeeannaaassesseeeenennnnaeaseeeees 12
3.2 SETUP LOG ROTATION ..t ieiiiieeetteeee e e eeeetetetaeaesssssesesesssaaassssssssessssnasesesssenessnnaasssseees 12
3.3 CONFIGURE REVERSE DINS ... .ottt teeeae e e e e e e eeeeenaaeeeeeeeeeeenaaaaeeeees 13
3.4 CONFIGURE SYSTEM REPORT «.cevtuiiieiieeietettieeeseeseeeeesssaasassssssssessssnassssesssessssnnasassseees 14
3.5 CONFIGURE VWEBSI TE REPORTS. .. ettt eeeeeeeteeaeeeeeeeeeeeenaaaasssssseeeennnaasseseseeennnnnaaaasseeees 14
3.0 TEST RUN URCHIN «eevtuieiieeieieeeeeeee e e e e e e teeetaessssesssesesssaaassssssssessssnnssesesesensssnnansssseees 15
S.7 AUTOMATE URGCHIN ..o e ettt eeeeeeeee e e e e e e eeeeeeaasaseeeeseeeennnaaassseeseseennnaasseseeeeennnnaaaaeeeeees 15
IR S [ = NS [T TR 16
4. CONFIGURATIONS. ..ot e e e e e e e e e e e eaaeeeeeeeeeeeenaaaaeseeaeeenennnnnn 16
4.1 ONE LOGFILE PER SITEIMODE......cciiitittttieeieeeeeeeeeeiiasseeesesessssssasssssssesssssnaassssesssesnns 16
4.2 ONEBIG LOGFILE FOR ALL SITESIMODE ....coiieieeeeeeee e e e eeeeeeeteeeaaeeeeeeeeeennaaasseeesenennns 17
4.3 SCRIPTING MANY SITESUSING COMMAND LINE c.vvuueieiieeieeeieeee e e e eeeeeeeseeseeseeesennns 19
4.4 NORMAL DECENTRALIZED REPORTING ...ccetueeeeeee e e eeee e eeee e e e e eaeeeeeeaeeeeeenaaeeeennnaeens 20
5.FILTERING AND USING DYNAMIC URLS.....oooeeeeeeeeeeeee e naaeeenes 21
5.1 SUBREPORT FILTERING ... oeeeieieutteaaeeeeeeeeeeeenaaassssseseeeesnnaaasssssseseennnnaassssssseennsnnaaasseeeees 22
B2 FILTER IN AND FILTER OUT itittttieeieeeeeteteeseeeseeeeeseeessnaassssssesessssnnassesesesensssnnnnassesess 23
5.3 DYNAMICURL FILTERING ..ottt eae e e e e e e e eeeeeaae e e e e e e eenneanaaaeaeeees 24
B. MAINTENANGCE ...ttt e ettt e ettt eaaaseeeeeeeeassaassseeeeeeesnaaaereeeeseennns 26
6.1 HOW TO ADD A NEW SITE REPORT ..ottt e e e e e eeeeteaa e e e e e e e eeeeeenaaeeeeeees 26
6.2 HOW TO EDIT OR DELETE SITES . .uuiiiiiiiiieeeeiaeeseeseeeseesssaassssssesessssassesssssessssnmnnasseeees 26
6.3 USING THE SYSTEM REPORT .ottt et ta e e e e e e e e e eeeaaaeeeeeeeeeneeanaaeeeeeees 27
7. CREATING GROUPS OF USERS ...ttt ee ettt s e s e e eee s s e esesseeens 28
7.1 CREATING A NEW GROUP ....ceeeeeteeee e e eeeeeeeae e e e e e e e e e eaaaaeeeeaeeeeeanaaaaeeeeeeeennenaaaaaeeeees 29
7.2 SPECIFYING GROUPS IN THE CONFIGURATION ...iteieeeestiessseeeesessssnassssesssessssnnnnasseeees 29
7.3 SPECIFYING GROUPS ON THE COMMAND LINE .. oeeeeeeeeeee et eeeeeeeaeaeae e 30
7.3 USING THE CGl SPECIFICATION .uuuuiiiieeeeeeesiiissssssesesessssassssssesessssnsesesesessssmnreeees 30



7.4 SPECIFY GROUPS IMANUALLY ettt ieeeeeeeeeeaeaeeseeeeseeeessnaaassssssssessssnassssesssensssnnaasesssees 31

8. CUSTOMIZING AND CO-BRANDING URCHIN 3 .o 32
8.1 CO-BRANDING THE TOP FRAME OF URCHIN ....ueiieeeieeeeeee e eeeeeeeeeeeeeeeeeeeeneenanaaeeeens 32
8.2 MODIFYING THE NAVIGATION ..cct it et ettt ettt ettt ettt ettt et e et et et e e e e e e e e e e e e e e r e e e e e e eeees 33
8.3 MODIFYING TEXT AND HELP TEXT 1 iiiiiiieeeeieee e e e e eeeeeeeeeee e e eeeeeeeaaaeeeeesseeneesnnaaeeeeees 35
8.4 MODIFYING COLORSAND FONTS .. ceiei ittt 36
B.5 MODIFYING ICONS ..ottt ettt e e e e e e eeeeeee s aaaeseeeeeeeennnaeeeeeseeennennaaaeeeeees 38

O. CONFIGURATION DIRECTIVES . ... oo eee e eeee e neeeeees 41
0.1 GLOBAL DIRECTIVES. ..t itteeeeteeeee e e e e e eeeeeeteaaaseeeeeeeeessaaasssseseseensnaaaseseeerenesnnaaaeeeeees 41
0.2 SITE SPECIFIC DIRECTIVES ...ceeeetteeeeeeeeeeeeeeeaaaaseseeseeeesnaaasssseseeeennnaaasssseeerennsnaaassseeees 44
O.3 COMMAND LINE OPTIONS ...ceeitttteeeeeeeeeeeeeeaaasaseeeeseseessnaaasssssseseessnnasseseserenessaaaeseeess 48

10. THE E-URCHIN MODULE (E-COMMERCE REPORTING).......cccevvrvervrnen. 51
JO.1 ARCHITECTURE «.eeeettttueeeeeeeteesssaassssesssessssnnsssssssessssnnnsssssesessssnnnnsssesesessssnnnnasseeees 51
J0.2 CONFIGURATION «.eeeeeeeeeeeeeeeeeeeenaaassseseeeesnsnnaasssssesreessnnasssssseseensnnassssssesennsnnaaassseeees 52
ORIt I e 1 N ]y 7 T 52

APPENDIX A. SAMPLE INSTALLATIONS. ..ot eeeeeeeeeeeees 54

APPENDIX B: INSTALLING TASK SCHEDULER FOR NT 4.0 ...uuuvuiiin. 55



Super QuickStart Guide

This compact installation guide is designed for experienced system administrators who are familiar with
Urchin and their webservers. For complete installation details, refer to Chapters 2-4. Also, there are some
samplesin Appendix A. If you are calling Urchin from a script, refer to section 4.3.

1. Download: The latest version of Urchin can be found at http://www.urchin.com/. Expand the archive
using W nZi p.

2. Log Rotation: It isimportant to process each hit only once. Uncomment "LogDestiny" directivesin
the "config" file.

3. Reverse DNS:  Urchin has an extremely fast DNS module. Y ou should turn off “Host nameLookups”
in the webserver configuration and uncomment the “Pr ocessDNS” and “Resol ver | P” directivesin the
Urchin “confi g” file. Be sureto edit the “Resol ver | P” to point to avalid local DNS server.

4. System Report: If you have multiple sites, pick a unique web-accessible directory for the System
Report and uncomment and edit the “ Syst enRepor t ” and “Syst enDi r ect or y” directivesin the
“config”.

5. Site Configurations: For each sitein the server create a<Report >...</ Report > entry. Uncomment,
copy, and edit the example in the “conf i g” file for each site. Each report should have a unique report
directory. Setthe “Report Name” to the domain of the site, without the “www. ”. Error log processing is
optional and should only be used if you have a unique log for each site. Currently, Urchin can only process
Apache error logs.

6. Run Urchin: Run Urchin with the command, “. \ ur chi n” Urchin will process each site and create
the reportsin each directory. Fix any errorsthat occur such as permissions or missing directories.

7. View Reports 7. View Reports. Point your browser at one of the report directories.
1S Users: Use the "Internet Service Manager" to create a
virtual directory for each report and set the Execute Permissions
to " Scripts and Executables’.
See Chapter 2 for more information.

8. Automate Urchin: Add Urchin to the Task Scheduler.



http://www.urchin.com/

1. Introduction

Urchin Datacenter 3.4 is a software product targeted to hosting providers and businesses
that serve multiple sites on one or more servers. Urchin 3 is designed to run directly on
the webserver, though thisis not a requirement (a dedicated "log server" may be
employed). Urchin processes|og files generated from the webserver and creates easy-to-
read, web-based reports that your company and/or user community will find immensely
valuable and useful.

Urchin uses either the Common Log Format, Extended Combined Log Format, or the
W3C-extended formats as described in Chapter 2, and is designed to work with most
webservers including Apache, Netscape, and 11S. By running each night (user specified),
Urchin keeps log files in check, reports current, and minimizes system loading. Designed
to be completely automated, once configured, Urchin requires virtually no maintenance.

The Urchin 3 Installation and Administration Guide contains instructions and information
to install, upgrade, and configure Urchin 3 software on Windows NT and 2000 platforms.
This guide isintended for experienced webmasters and system administrators who:

* Arefamiliar with the operating system in question.
* Understand the webserver configuration on the system.
» Have administrator access on the system.

Chapters 2 through 5 and Appendix A cover the installation and configuration of the
Urchin software and its interaction with the webserver. Chapter 6 covers Urchin
Maintenance. Chapters 7 and 8 give clear instructions on using the co-branding and
customizable features of Urchin. Chapter 9 provides a complete list of al configuration
directives. Chapter 10 covers the E-commerce module.

This document will use the Cour i er font to indicate commands, files, directories and any
on-screen input or output. If part of the command or fileisin italics, then you should
replace that part with actual information. For example,

cd \distributionpath\ugroups\default\

isacommand where you would replace the distributionpath with the actual location
before executing.

1.1 What's New with Urchin3?
Urchin 3 includes these features:

» Superfast reverse DNS module.
* Optiona e-commerce reporting module (e-Urchin)



* Massively improved look and functionality

» Vastly expanded reporting capabilities

e DynamicURL parsing capabilities

» Search engine reporting

* Co-brandable and customizable on a group basis

These new features combined with a speed-record shattering stat processing engine make
Urchin 3 the optimal package for hosting providers, busy websites, or anyone that wants
to get great stats from thelir site(s).

Since Urchin's reports are web based, users can view their reportsviatheweb. This
benefits the ISP in many ways. Clients see the results of their work, and are inspired to
maintain their sites, and, of course, pay their hosting fees. 1SPs that bill according to
bandwidth have a simple way to check usage viathe System Report. Simply install,
configure and enjoy the benefits.

1.2 System Requirements

Onceinstalled, Urchin runs as specified in the Task Schedul er (usually once per day),
processing log files created by your webserver. The datafrom thelog fileis extracted
and entered into the detailed reporting data. After processing, log files are automatically
deleted (unlessthe LogDest i ny directiveisset to ar chi ve or don't t ouch), keeping
hard drive usage in check. Urchin can process multiple sites either one at atime or all at
once depending the configuration.

e

urchin

\
/ data
= -— %

—— urchin.cqgi

For each new sitein the configuration, Urchin will automatically create the links to the
icons and a copy of the CGI engine it needs to deliver the reports. Only one copy of
iconsdirectory is needed. When the users view the reports, they access the CGI engine



through their own unique report directory. This engine queries the data storage and
delivers reports dynamically.

Urchin 3isavery efficient program and requires minimal disk space and memory. The
distribution will use ~4 MB of disk space. Each site's Urchin report directory will use
anywhere from 200-500k of disk space depending on how busy asiteis. While running,
Urchin will use approximately 4 MB RAM. Extremely busy servers may use extra
memory to handle the large amount of data generated, but typically disk space and
memory are not issues with most modern webservers.

Urchin uses certain built-in functions of the Windows operating systems. It isimportant
to be aware of which functions these are in order to ensure consistent operation. The
following isalist of functions that Urchin will use:

Windows Task Scheduler
webserver

The websever interaction is covered in the Chapter 2, System Readiness. Urchin will
require certain CGI capabilitiesin order to deliver reports. The Windows Task Scheduler
istypically used to automate the processing each night.

1.3 Privacy and Security

Urchin has avery clear privacy policy. Urchin does not use cookies; it does not
aggregate data or make any connections outside your network; it does not profile users or
record any personal or private information. Urchin simply reports on webserver activity.
Urchin does count visitors and keeps track of which networks and browsers are being
used, aswell asreferring sites. But all of these parameters are part of the main HTTP
protocol and are passed to the server by all standard browsers.

Urchin’s web-based reporting easily integrates into existing access security mechanisms.
Because most hosting companies aready have login and security systemsin place,
Urchin does not come with its own security system, but relies on existing systems. Itis
recommended that all Urchin reporting directories be protected from unauthorized access
using standard user verification means. Urchin uses standard CGI methods for
delivering content and with decentralized reporting, there are no mechanisms for
indirectly accessing other reports or data.

If you are using the reverse-DNS module, during log processing, Urchin will use UDP
network sockets to connect to the DNS name server specified by the ResolverlP directive.
If you are operating behind afirewall, you may experience difficulty connecting. Please
check with your administrator for details.



2. System Readiness

While Urchin is designed to be easy to install, there is some system integration necessary.
This chapter describes those interactions, and explains how to set things up for proper
running of Urchin. The sectionsinclude information on log formats, rotating logs, using
Urchin’s DNS resolver, and what webserver features Urchin will need for reporting. Be
sure to read through these sectionsin order for proper installation.

2.1 Log Formats

Urchin can process many different log formats including e-commerce logs, error logs,
and more. Bur for basic operation, Urchin needs the standard log produced by your
webserver. In order to capture the maximum datafor your reports, it is desirable to
configure your server to use the WC3 Extended Format for I1S servers. For error logs
only processing of Apache error logsis currently supported.

% Configure 11S for W3C Extended Log File Format

To change the log format to the W3C Extended Log Format, use the Internet
Information Services Manager to access the configuration. For each server on the
machine which islisted below the "Internet Information Services’, follow these

steps:

Click the right mouse button for a particular server and select properties.
At the bottom of the “Web Site” Panel, check the “Enable Logging” on.
Change the Active Log format to “W3C Extended Log File Format”.
Click the “Properties ... " button to the right.

Under the “Extended Properties’ tab, check the following boxes:
Date[ date]

Time[ time]

Extended Properties

Client IP Address| c-ip]

User Name [ cs-username |

Method [ cs-method ]

URI Stem [ cs-uri-stem ]

URI Query [ cs-uri-query |

Protocol Status|[ sc-status]

Bytes Sent [ sc-bytes]

User Agent [ cgUser-Agent] |

Referer [ c Referer] |

e Click“OK”

Repeat the above steps for each server

Note: It ispossible to run Urchin on log files that contain either too few or too many
fields of information. Urchin will ignore missing or extra data. Caveat: If there are too



few fields, Urchin reports may be incomplete (e.g. missing Referral or Browser
information). If there are too many fields, additional disk space is wasted by the
webserver logs, and Urchin will have additional, unnecessary data to parse.

2.2 Log Rotation

In order to fully automate Urchin, it isimportant to take alook at log rotation. 11S can be
configured to automatically rotate webserver logfiles. It is recommended that you
configure 1S to rotate the logfiles based on your local time as described in the section
above.

If you prefer to customize the log rotation mechanism, Urchin has some built in
capabilities that can be used to automatically run your customized logrotation script when
Urchin isrun by the Task Scheduler. The RestartCommand and RotateCommand
directives can be utilized to invoke alog rotation script or to perform an action such as
restarting the webserver if Urchin isrotating the logs.

It isimportant to note that Urchin does not remember which files have already been
processed. Because you may have multiple servers or scripts running around Urchin, it
does not assume that all hits processed are sequential. This meansthat if you process the
same hits twice, Urchin will count them twice in the reporting. For thisreason, it is
important to have precise log rotation so that no data overlap occurs.

2.3 Reverse DNS

Reverse DNS allows you to take the raw numeric addresses of the visitors to your site
and convert them into meaningful domain and network names such as aol.com or
xerox.co.jp. Thisinformation can be useful in determining what percentage of your
visitors are from which networks.

123.42.92.3 domain.com
209.116.51.42 ReverseDNS 4 in net
212.171.2.49 ™ domain.org
206.71.189.2 domaln.int

Unfortunately, these “lookups’ can take along time and add significant load to the
webservers. Even worse, if you are having the webserver do the lookups, it will most
likely wait until the lookup is complete before delivering any content to the visitor. This
may result in undesirable 5-10 second delays for visitors to your site.

10



Fortunately, Urchin 3 has a super fast multi-threading reverse-DNS modul e that can do
the work of reverse lookups relieving the webserver of this costly responsibility. Pages
are delivered immediately without waiting for lookups to occur. Urchin then processes
the information later at off-peak hours and does not require the visitor to wait.

Now that the webserver islogging IP addresses and not domain names, you can use the
“ProcessDNS’ directivein Urchin. In the config file you will have two lines that 1ook
like:

Pr ocessDNS: on
Resol ver | P: 127.0.0.1

The “ResolverIP’ address should point to afully operational name server with caching
capabilites. This can either be the local machine or one setup to do name service. It
should definitely be on the local network and not across too many hops. If you have
large log files, Urchin will make many requests to this machine ssmultaneously. The rate
of the requests is choked to alevel that most modern servers can tolerate; and the overall
bandwidth is not that high. Nevertheless, you should notify the network administrator of
your intention to use a particular name server.

2.4 Urchin Reporting Requirements

The current version of Urchin uses adlick web interface to produce all reports. These
reports are designed to be lightweight on network resources while providing maximum
information. The reports are produced dynamically by a CGI application, and thus
require some capabilities of the webserver to be activated. Specifically, the Urchin
reporting will use CGI capabilities.

While you may aready have these features turned on, it is agood idea to check to make
sure that these features are on.

% Configure 1S for CGI operation

To enable CGl, use the Internet Information Services Manager to access the
configuration. For each Urchin report follow these steps:

*  Click the right mouse button for a particular site and select New -> Virtual Directory.

* Follow the wizard to add a new virtual directory.

»  Point the path to the Urchin Report Directory. Note: The Report Directory must exist
before a Virtual Directory can be set up to reference it.

» Besureto check the “Execute (such as ASAPI applications or CGI)” box to give the
directory CGI execute permission.

That's it for System Readiness. You are ready to install Urchin 3.

11



3. Installation

To ensure a successful installation, be sure to read the previous chapter on System
Readiness. In particular, the last section on Urchin Reporting Requirements explains
which capabilities for CGI operation are needed in order for the web-based Urchin
reporting to function properly. Thisinstallation chapter is designed to be step-by-step
and should be followed in order.

It is recommended that you install Urchin when you arelogged in as Adni ni strat or.
The following example assumes that Urchin isinstalled as Adni ni strat or inthe
C:\ Program Fi |l es\ Urchi n Datacenter 3.4 directory.

3.1 Download and Expand Archive

If you haven't already downloaded the Urchin Datacenter distribution from Quantified’'s
Datacenter Customer website, you should do so at this time using the URL, username and
password assigned to you by Quantified

Once you have downloaded the Urchin Datacenter distribution into a temporary
directory, use WinZip or another to unpack the Urchin distribution. Run the Setup.exe
fileinthe distribution to install the software.

3.2 Set Up Log Rotation

Under Windows 2000, you should insure that 11S webserver is configured properly to do
log rotation. This is accomplished using the Computer Management function of Windows
2000. To open Computer Management, click Start, point to Settings, and then click
Control Panel. Double-click Administrative Tools, and then double-click Computer
Management. Double-click on Internet I nformation Services, and then right-click on
Default Web Site and select Properties. In the pop-up window, select the Web Site tab.
At the bottom of the window, click on the Properties tab and following pop-up window
will appear:

12



Extended Logging Properties 5[

General Properties | Extended Properties

—Mew Log Time Period

...........

£ ydeekly
= Maonthly
£~ Unlimited file size

£ When file size reaches:

19 _I HE

[v Usze local time for file naming and rollowver

Log file directon:

IZWinDirZHSystemSEHLDgFiles Browse. .. |

Log file name:  W3ASWCT hesyormdd. log

] I Cancel Spply | Help |

Click the Daily radio button under the New L og Time Period heading and then click the
Uselocal timefor file naming and rollover checkbox. Thiswill insurethat I1S rotates
the webserver logs on adaily basis just after midnight.

Y ou can then configure Urchin to either archive, delete or leave the rotated logfile
untouched by the value you assign to the LogDest i ny configuration directive in the
Urchin config file, for example:

LogDesti ny: del ete

The above lines will configure Urchin to delete all logs after processing. Urchin hasits
own internal data structure, so keeping log files around is not necessary. However, if you
don’t want Urchin to delete the logs, you can change the “ delete” word to “archive’. In
this configuration, Urchin will append a date stamp to the log file.

3.3 Configure Reverse DNS

The next section inthe “confi g” file coversreverse DNS. Asdiscussed in the previous
chapter, Urchin has areally fast reverse DNS module that allows you to turn off costly
hostname lookups on the webserver. 1f you do want to use Urchin for DNS, uncomment
the following lines in the configuration.

Pr ocessDNS: on
Resol ver | P: 127.0.0.1

13



DNS_NI oops: 5
DNS_Tar get : 80

Y ou will need to edit the “Resolver| P’ directive to point to your local DNS caching
server. Thiscan either be the local machine that Urchin is running on or a dedicated
name server within your network. The DNS_Nloops and DNS Target directives control
the performance of the DNS module. Higher values for these directives will cause Urchin
to achieve ahigher level of hostname resolution, but it will also increase processing time.
Conversely, you can speed up Urchin’s processing by setting these values to lower
numbers. See the Chapter 9 (Configuration Directives) for more information on default
values for these directives and how they work. 1f you do not want Urchin to do DNS,
then leave these four lines commented out.

3.4 Configure System Report

In addition to the reports created for each site in the system, Urchin has the ability to
create a system-wide report that gives usage statistics for the entire server and ranks sites
according to usage and bandwidth. This can be very useful for monitoring overall
performance as well as billing clients for bandwidth used.

If you wish to use the System Report, uncomment the following linesin the “confi g”
file:

Syst enReport: on
SystenDi rectory: C:\urchin\systenreport

Aswith theindividua site reports, the System Report must have a unique reporting
directory. CreateaVirtual Directory within 1S and set the Syst enDi r ect ory path
accordingly. If you only have one site or do not need the System Report, leave the entry
commented.

3.5 Configure Website Reports

There are three basic ways to process logs with Urchin. Urchin can process unique logs
for each site. Urchin can process one big centralized log and produce multiple reports.
And, Urchin can be called from a script passing command line parameters to process one
siteat atime. These three methods are covered in detail in the next chapter. Also, there
are some examplesin Appendex A. But for general operation where you have unique
logs for each site, uncomment the following linesin the “conf i g” file and duplicate them
for each site in the system:

<Report>

Report Nane: yoursite.com

ReportDirectory: C:. \i net pub\ wwr oot \ yoursite.com urchin
Transf er Log: C:\i net pub\ wwr oot \ your si te. com exYYMVDD. | og
</ Report >

14



Each site should have its own <Repor t >...</ Report > block of lines. For each site,
change the “ReportName” to match the domain name of the site (without the “www.” is
preferable for proper referral filtering). Each site should have a unique web-accessible
report directory. Change the “ ReportDirectory” to thislocation. The report directories
will need CGI capabilities as described in the previous chapter.

Next, edit the “ TransferLog” line to point to the access-log of the site.

3.6 Test Run Urchin

The next step isto go ahead and run Urchin and take alook at the reports. If you are
handling your own log rotation, be sure to rotate logs before running Urchin. Y ou can
also provide historical logs for testing aswell. Run Urchin from the command line by
going to the directory where Urchin isinstalled and typing:

urchin

If you are using the script — command line option mode, you will need to provide the
appropriate command line options. However, under normal operation, the above
command is sufficient. Urchin will process each site listed in the Urchin config file and
produce the corresponding reports. While processing logs, Urchin will print out a“.” for
each 10,000 hits. While processing DNS, Urchin will print out a“.” for each 1,000
visitor IP addresses that have been resolved.

If any errors occur during processing, the error message should help specify what the
problem was. If there was a permissions problem or a missing directory, go ahead and
fix those problems now. If you have errors that don’t make any sense, please contact our
technical support team for clarification.

At this point go ahead and view one of the reports with your browser. Each report
directory should be web accessible and have CGI capabilities. If thereis problem
viewing the reports, check out the previous chapter on setting up Urchin’s reporting
requirements.

3.7 Automate Urchin

Using the Scheduled Task wizard, you can schedule Urchin to run automatically. It is
recommended that you run Urchin on adaily basis shortly after midnight, once I1S has
rotated the webserver log files. For Windows 2000 users, you can access the wizard by
going to Start Menu - Settings— Control Panel, double-clicking the Scheduled Tasks
icon, and then double-clicking Add Scheduled Tasks. For Windows NT 4.0 users, you
need to navigate to the C:\WINNT\Tasks folder, and double click on Add Scheduled
Tasks. (See Appendix B oninstalling Task Scheduler for NT 4.0 if you don’'t have it
installed)

15



3.8 Licensing

The downloaded copy of Urchin most likely contained a demo license so you could test
out the software. After this license expires, you will need to acquire alicense to continue
using the software. Please contact your sales representative for pricing details.
Information about us can be found at http://www.urchin.com.

4. Configurations

Normal Urchin operation involves crunching log files into data sets and using those data
sets to produce reports. The following diagram shows a general flow chart of how
Urchin works. Log files are crunched by the “urchin” executable and reports are
generated viathe “urchin.cgi” application.

urchin

\

= urchin.cgi

Urchin has its own database structure that compactly stores the information from the log
files. This meansthat you must only process log files once; otherwise, Urchin will count
the datatwice. Urchin does not keep track of what’s been processed, because you might
have multiple log files or want to process historical data. Be sureto follow the
installation instruction in the previous chapter on rotating logs.

The following sections describe three ways of processing log files and two ways of
producing reports. Under normal configuration, each site will have its own log files and
report directory. But, if you use one log file for multiple sites or want to script the Urchin
processing, these sections should get you going.

4.1 One Logfile per Site Mode

Thisis probably the most common mode of operation, and it's the most straightforward to
set up. Inthe diagram below, each site has one or more log files and a unique reporting
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http://www.urchin.com/

directory where the datais stored. A single central configuration will instruct Urchin to
process the logs sequentially, one at time.

config

Y

3

urchin

data

In atypical webserver system, you will have one “<Repor t >” entry in the Urchin
configuration for each Virtual Directory you have created. This configuration can be
modified by hand or some clients have written perl scriptsto create the Urchin
configuration automatically. Hereisan example of an Apache configuration and the
corresponding Urchin configuration:

Urchin Configuration (confiq)

<Report >

Repor t Nane: acmehosti ng. com

ReportDirectory: C:\'i net pub\ wwwr oot \ acrrehost i ng. com ur chi n\

Tr ansf er Log: C:. \i net pub\ wwr oot \ acnehost i ng. com exYYMVDD. | og
</ Report >

The Urchin configuration contains one entry for each site. Notice that each site has a
unique report directory in the Urchin configuration. In fact, this directory islocated
within the document root of the site. This allows each user to go to their site + “\urchin”
to view their Urchin report. When Urchin runs, it will automatically install the

ur chi n. cgi binary, ugr oups and ui cons directoriesin this reporting directory, as well
as writing the Urchin databases to the udat a subdirectory. See section 4.4 below on
exactly what is done inside areporting directory. Under normal operation, the user
simply points their browser to this web accessible directory, and that’ s it.

4.2 One Big Logfile for All Sites Mode

In addition to Urchin’s standard one logfile per site mode, it can be runin “one single
logfile for al sites” mode. Some hosting companies prefer this type of setup and will
configure their serversto put all logging for al sitesinto the samefiles. If you are using
this type of setup, Urchin can automatically filter the logs into their individual reports.
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In above diagram, we still have multiple datalocations, one per site, but only one log file.
Using a central configuration, Urchin will process thislog file and produce multiple
reports filtering the hits into their respective site directories.

The advantages to this type of operation is that the logging is alittle smpler and the
Urchin configuration only needs one “<Report>" entry for all sitesinstead of one for
each site. Ashitsfor new sites are detected, Urchin will automatically setup those
reporting directories. There are two disadvantages to this type of setup. First, Urchin
will use extra RAM during processing as it has to process larger log files at once.
Ultimately, this type operation is not as scalable as it can not be parallelized as described
in the next section. If you are hosting over 50,000 sites, please consult with Quantified
Systems technical support on which configuration is best for your situation.

The easiest way to setup this type of configuration isto modify the logging format of the
webserver to include the name of the site. Using the procedure described in the Log
Formats section of this manual, use the Internet Information Services Manager to modify
the logging of 11Sto include the “ Service Name [s-sitename]” field in the log file.

Thethird field of the logfile will now contain the name of the site (ie www.mysite.com).
If thereisonly onelog filefor all sites, Urchin can key on this field to determine which
siteit'sfor. Hereisasample Urchin configuration:

Urchin Configuration (confiq)

<Report >

Subr epor t Mode: on

SubreportField: 2

SubreportFilter: (.%*)

Repor t Nare: $1

ReportDirectory: C:\inet pub\www oot\ $1\ urchi n\

Transf er Log: C:\i net pub\ wawwr oot \ | ogs\ exYYMVDD. | og
</ Report >

In this example, Urchin will use the “ SubreportMode” directive to filter the s-sit enanme

field (field #2, thefirst field is#0). Using regular expressions, Urchin captures the
contents of thisfield and usesit as“$1” to determine the name of the site and the report
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directory. For each site encountered, Urchin will automatically setup the report directory.
Each user can point their browser to their own report directories.

For more detail on using the “ SubreportMode” directive to filter the logs into multiple
reports, please see the next chapter on Filtering.

4.3 Scripting Many Sites Using Command Line

In addition to using a config file for controlling operation, Urchin comes equipped with a
set of command line options that can be used to script the operation. For configurations
with lots of sites, this can be handy for controlling the timing of operation and allowing
for parallelization.

script

urchin
logs data

In the diagram above, we have multiple sites each with their own logs being processed by
multiple calls to Urchin producing unique data sets and report directories. Since the logs
and report directories are unique for each site, multiple copies of Urchin could berunin
parallel for even better performance. Also, thistype of operation is easy to use with
database driven information systems as the names and locations of sitesand log filesis
passed on the command line.

While a complete description of al command line optionsis given in Chapter 9, the
following example covers the basic operation. Keep in mind that Urchin can use both the
config file and command line options together. That is, global information such as the
location of the SystemReport, or the address of the DNS Resolver can be specified once
in the config file, while specific site related information is passed via the command line.

.\urchin —R acne. com —r C:\i net pub\ wwwr oot\acne. comurchin -I C: \webl ogs\*

In this example, Urchin is called on to process the “acme.com” site. The “-R” option
specifies the ReportName, the “-r” option specifies the ReportDirectory, and the “-I”
option specifies the log files. Notice that wildcards can be used to grab multiple log files
all at once.
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If you have alot of sites, this can be areally nice way to integrate Urchin into your
existing site maintenance scripts. Y our System Administrators will be able to easily use
this method within existing log rotation or other maintenance scripts.

For installation, follow these additional steps:

1 Editthe“confi g” file, entering global options for DNS and the System Report.
Leave al the <Repor t > blocks commented out. Also, you will need to insure that
[1Sis set up to do log rotation.

2 Inyour script, loop over the sites and call Urchin with the following command
line options. Runurchin -hel p for details.

.\Aurchin -r ReportDirectory -R ReportNane -1 LogFil e(s)

Y ou can use awildcard with -| option to specify more than one file, or simply list
them separated by spaces.

3 Inyour script, after the loop, run . \ ur chi n - cow" which cleans up the
SystemReport.

4 Run your script and follow the rest of the installation instructions regarding
viewing reports and automating Urchin.

4.4 Normal Decentralized Reporting

How exactly does the reporting work? It’s simple and automatic. Under normal
operation, each site will have a ReportDirectory specified in the configuration or on the
command line. Urchin will use this directory to store the compact Urchin data, and
provide access to the reports.

Reports Report Directories Distribution
I [
;| ReportDirectory _| Dristribition
[f] indesw cai -] urchin, cgi
o[ ugroups i~ ugroups
[#] uicons ] _| uicons
- _| udata
% data |

As shown in the diagram, within the Distribution there are three components needed for
reporting; the index.cgi binary, the ugroups directory and the uicons directory. When a
particular report is run for the first time, runtime, Urchin copies the urchin.cgi binary and
renames it asindex.cgi in the Report Directory, as well as copying the ugroups and
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uicons directories. In addition to these three components, each Report Directory will
contain a*“udata’ directory where all Urchin data for this particular siteis stored. When
the user accesses their Report Directory, they accessthe “index.cgi” binary. All of thisis
created automatically, but you will need to be sure that Report Directories have proper
web server configuration so that the “index.cgi” binary works properly. Check out
Chapter 3 on installation for details on setting this up.

Whether you are using the simple “one logfile per site mode”, centralized logging with
subreport mode, or command line scripting, Urchin will automatically setup new report
directories as they are encountered. Simply make entries in the configuration
(unnecessary if you are using Subreport mode), and Urchin will detect new sites and
setup the report directories.

5. Filtering and Using Dynamic URLSs

Urchin 3 has a couple of different filtering capabilities. It can filter centralized logs
creating multiple reports all at once (Subreport filter). It can filter out undesirable hits
from a particular log file (e.g. those from a monitoring system) that you don’t want to get
into areport (FilterOut). It can requirethat al log lines contain some pattern in order to
make it into the reports (Filterin). Additionally, Urchin can filter Dynamic URLS, such
as those produced by CGI scripts, in order to determine a better pagename for reporting.

All of the filtering mechanisms covered in this chapter use PCsI X extended regular
expressions. Regular expressions allow you to use wildcards in order to perform pattern
matches used in thefiltering. If you have never used regular expressions before, you
might need to consult with another administrator or with our technical support group if
you have trouble setting it up.

The regular expression is compiled and applied according to each purpose outlined

Regul ar Expressi ons

wi |l dcard nmeani ng

mat ch any singl e character

mat ch zero or nore of the previous item
mat ch one or nore of the previous item
mat ch zero or one of the previous item
remenber contents of parenthesis as item
match one itemin this |ist

create a range in a |ist

or

match to the begi nning of the line
match to the end of the Iline

escapes any of the above

—$ > T+ *e

below. Multiple filters can be applied simultaneously, although each one will incur a
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performance hit. For each of the types of filters below, examples are provided to help
understand the basic usage.

5.1 Subreport Filtering

Thistype of filtering is used with centralized logging as described in section 4.2. If you
have one set of logs that contain multiple sites, then you will need to use the subreport
filtering. Thisfilter allows you to specify afield number in thelog line and aregular
expression to filter thisfield in order to determine the name of the site. Thisinformation
isthen used to produce the report. For example, if you have the second field set to the
domain name in Apache logging and you want to capture the entire field as the name of
the site, you would have in your Urchin config:

Subr epor t Mode: on
Subr eportFi el d: 2
SubreportFilter: (.%)

Thefirst field is number zero, so the“1” pointsto the second field. The above filter
matches any string of characters and the parenthesis capture the entire thing. With
subreport filtering, you must use one set of parenthesisin order to capture the name of the
site.

The information captured from the parenthesis can then be used in the ReportName and
ReportDirectory directives asthe “$1” variable. For example:

Repor t Nane: $1
ReportDirectory: C:\inet pub\wwwoot\$1\urchin

In this example, Urchin will replace the “$1” with whatever is found by the subreport
filter. Following this example, two log linesthat start with:

2000-11-20 10:06:13 121.2.32.13 ww.sitel.com- CGET /...
2000-11-20 10:06: 13 208.32.6.36 ww.site2.com- GET /...

will be filtered and entered into two reports. The first report would be named
“www.sitel.com” with areport directory located in

C:\i net pub\ wwwr oot \ ww. sitel. comurchin
and the second would be “www.site2.com” with areport directory located in

C.\i net pub\ wwwr oot \ www. sitel. com urchin

If you wanted to only capture the domain not including the “www”, you could change the
subreportFilter entry above to:

SubreportFilter: WWA . (. *)
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Thisfilter requires that the field contains the string “www.” . Everything after the®.” is
then captured by the parenthesis and used in $1.

5.2 Filter In and Filter Out

The FilterIn and FilterOut directives alow you to control which hitsin alog file actually
make it into areport. Thiscan be used to filter unwanted hits or only include hits that
match a certain format. It is perfectly acceptable to have different <Repor t > entries use
the same log files. Urchin will recognize this fact and reuse the log files for each
occurence. Thisallows you to create multiple reports from the samelog file. Using
filters, these reports can be tailored to a specific need. Please note that for each report
you will need a separate <Repor t > entry and a separate Repor t Di rect ory. Also, each
filter directive applies only to the next “ TransferLog” entry. If you have multiple logs for
one site, you will need to have a Filter command before each one.

The FilterIn directive requires that each hit matches the specified filter. If a hit does not
match the requirement, then it isignored. If you wanted to create an entire report based
on a subdirectory within the website, you could use this directive to require that each
matches that subdirectory name.

On the opposite side of the fence, the FilterOut directive can be used to block certain hits
from getting into the report. Anything that matches the specified pattern will be ignored
and not counted in the reporting.

Hereis an example that will help illustrate the usage of the two filters. The main website
inquestionis http://wwv. seri ous. com and islocated in the directory

/ww/ serious/. Within this directory we have the main corporate website, and a fun
subsite located in a subdirectory called snurfs. Since both sites are logged together, we
may want to use the filtering capabilitiesin order to create separate reports for the serious
site and the smurfs site. To do this, you would make entriesin the Urchin confi g file
similar to:

#specify which field the filter applies to
# 0is the first field, 4 is the requested URL.
FilterField: 4

#mai n serious report

<Report >

Repor t Nane: seri ous. com

ReportDirectory: C:\inetput\wwroot\serious.comurchin
FilterQut: snurfs

Transferl og: C. \ webl ogs\ exYYMVDD. | og

</ Report >

#smurf report

<Report>

Repor t Nane: serious. com snmurfs

ReportDirectory: C:.\inetpub\wwwroot\serious\snurfs\urchin\
Filterln: snurfs
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Transferl og: C. \ webl ogs\ exYYMVDD. | og
</ Report >

Since each hit for the fun site will contain "smurfs" in the path, we can use the

Fi | ter Qut directiveto exclude all entriesthat contain the name; and usetheFi I terin
directive to only include entries that contain the name. We used the FilterOut directive
for the serious corporate site, and the FilterIn directive for the fun site.

5.3 Dynamic URL Filtering

Many sitestoday will use a CGIl, ASP or other scripting mechanism to provide dynamic
content. Often, asingle script is used to deliver multiple pages of information. While
this can be a handy way to track users sessions or provide “live” content, it poses an
additional challenge for meaningful reporting.

Under normal operation the “Pages’ reporting section reports on the actual object, page
or script requested and discards any parameters that may appear in the request line as
arguments to the script or page. The Dynani cURL directive allows you to use regular
expressions to capture this potentially valuable information. Let’s use an exampleto
illustrate the concept.

In this example, a CGI script is used to deliver information about al productsin a
catalog. The script draws from database, and uses parameters passed through the request
(known as the GET method), to determine which product to display. A particular hit or
request may look like:

/ cgi - bi n/ showPr oduct . cgi ?sessi onl d=123456789&pr oduct | d=knobs
| || |

Under normal operation, Urchin reports on the first part of the request only. That is
everything before the question mark in the above example. And whileit is nice to know
people are looking at products, it would be really niceif we knew which ones. By using
aDynamicURL filter we can grab this valuable information embedded in the second part
of the request.

Now in this example, we don’t necessarily want to capture the entire second part of the
request because of the “sessionld.” Let’s assume that this parameter changes for each
visit and we get 30,000 visits per day. Including this piece of information would render
the reports useless as they would be much to granular. Instead we just want to capture
the “productld” and report on that information.

/ cgi - bi n/ showPr oduct . cgi ?sessi onl d=123456789&pr oduct | d=knobs

We may still want to know which script was used as well as which product was
implicated in the request. By using a DynamicURL filter, we can capture multiple parts
of the request and recombine them into a new, formatted request ready for reporting.
Hereisan example of afilter that could be used in this example:
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Dynam cURL: (/cgi - bi n/ showProduct. cgi\?).*product|d=(.*)

Thisregular expression will match the above request no matter what the value of the
sessionld or productld was. And the parenthesis capture the parts of the request that we
want to keep for reporting. The effective request of the above example would look like:

/ cgi - bi n/ showPr oduct . cgi / knobs

Up to 5 sets of parenthesis can be used. And, multiple filters can be applied. If arequest
does not match the DynamicURL filter, it is left unmodified, but still included in the
reporting. This allows you to use multiple DynamicURL filters for each area of asite.
Keep in mind thereis adight performance hit for each filter used. If you need assistance
getting this to work correctly, please contact our technical support. Be sure to send them
an example from alog and what pieces you want to capture.

Note that DynamicURL filters can only be applied to the base URL and query string that
form the page request. They cannot be used to filter referrals or any other fieldsin the log
file. Also, when DynamicURLs and FilterIn/FilterOut are used together the
DynamicURL will be applied after the other filters. So consideration must be given to
how one set of filters affects the others when choosing what to filter.
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6. Maintenance

This section covers the basic things you may need to do during administration of Urchin.
After making changes to the Urchin configuration, you do not need to restart Urchin.
Urchin runs automatically from the cr on daemon and will read in the configuration each
time.

If you are using centralized reporting or scripting, you may not need to modify the Urchin
configuration when new sites are added. Urchin can auto-detect new sites and setup their
directories automatically. But, for normal setups, each site will have an entry in the
Urchin configuration. Asyou add or remove sites from your system, you will need to
add or remove them from the Urchin configuration.

6.1 How to Add a New Site Report

Adding sites to the Urchin configuration is easy and straightforward. The first step isto
add the site to your webserver operation. Make a note of the location of the new log files,
decide where you want to put the new reports, and then add the following lines to the
Urchin config file replacing the italicized parts with your specific information. For a
complete description of each directive, please refer to Chapter 9.

<Report>

Repor t Nane: donai n. com

ReportDirectory: C:\i net put \ wwwr oot \ donai n. com ur chi n
Transferl og: C. \ webl ogs\ exYYMVDD. | og

</ Report >

Note: While the ReportName entry can be arbitrary, it isimporant to set it to the primary
domain of the site or use the ReportDomains directive to set the primary domain. For
example, for the www.quantified.com site, we would set the ReportName to
“quantified.com” . Thisallows Urchin to properly filter the referrals reportswhich is
normally reserved for external referrals.

6.2 How to Edit or Delete Sites

Y ou can make changes to the Urchin configuration at any time. Simply edit the confi g
file and your changes will be loaded the next time Urchin runs.

To delete a site from the Urchin configuration, smply remove the Repor t entry for that

site starting with <Repor t > and ending with </ Repor t >. Y our changes will be
recognized the next time Urchin runs.
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6.3 Using the System Report

The System Report (formerly the Webmaster Report) is a very useful internal reporting
tool provided by Urchin under normal operations. If you have more than one site in your
system, this report can tell you which sites are doing the most traffic. All sites are ranked
by amount of traffic in either Visitors or Bytes Transferred. The Bytes Transferred report
for all sites can help in the billing process for exact bandwidth billing of customers.

Site Report for: Syshem Date Rarge: 4/ 572000 to 4,/11/2000
Top Sites
E Pravious &E5hown 11:' it Bybas Percent ?ﬁi‘w
1. superbusycorm @, 22M 20,c% I
2. prattybusy com ET2K 129% EE
2, notsormuch. comn 2E1K B9 | |
4. wvarylitle corn 373K 0.74% |
5. gornaw hatzrnall.conn 19.1K 0.4% |
6. definitelyzenall corm 10.9K 0.2% |
7. zeashove, corm 10.8K 0.2% |
B Uy comm 588 0% |
9. helloanyboadythere. com 0 0% |
E Hexk

The System Report also gives totals for the entire system. Graphs can show which hours
are the peak and off-peak, which days are the most busy, and total traffic and data
transferred during any time period. For load-balancing clients, thereisaTop Servers
report that ranks the amount of traffic handled by each server in the cluster. This
reporting can detect malfunctioning load-balancing software or tell you when it’stime to
add another box.

To use the System Report, simply uncomment or enter the following lines in the Urchin
configuration:

Syst enReport: on
SystenDi rectory: C:\inetpub\wwwroot\systenreport

Change the path to alocation to put the System Report. This should be different than any
of the normal report locations for Urchin. The next time Urchin runs, it will read the
configuration and produce the System Report in thislocation. All links are automatically
setup and the same CGI requirements apply to this directory as for the other reports.
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7. Creating Groups of Users

Whether you have multiple brands in your hosting service or different levels of hosting,
this chapter describes how to create groups of users. Each defined group can have a
different set of navigation, icons, branding, etc. The next chapter describes how to
modify these features, but first, we need to know how to create the groups.

There are basically four ways to specify a group for a particular site. Each way hasits
advantages depending on your architecture:

»  Specifying Groups in the Configuration

»  Specifying Groups on the Command Line
» Using the CGI Specification

»  Specify Groups Manually

Each way is described in detail below starting with section 7.2. Before specifying a
group for a particular site, let’ s see how the group information gets into the reporting.
The diagram below shows aflow chart clockwise starting at the top |eft.

Specify Group
(config)

logse ————# urchin

T~ e,
Report
Preferences

reports —sal—— urchin.cgi =

T

Group Definitions
{ugroups)

Log files are processed by the Urchin log engine (urchin). During this process Urchin
will read the configuration either from the config file or from command line options. The
configuration for a particular site can specifiy the name of the group. If no group is
specified, then the “default” group isused. Thisinformation isthen written into
preferences for that site located in its reporting directory.

When it istime create the reports, the Report Engine (urchin.cgi) reads the group
information from the preferences and selects the appropriate group definitions from the
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ugroups directory. These definitions which are described in detail in the next chapter
allow you to control the branding, navigation, and other parameters of the report.

In order to use groups capability, you need to setup your group in the ugroups area of the
distribution as described in the next section, “Creating a New Group.” Oncethe group is
in the ugroups definitions, you can specify that a particular site belongsto that group
using one of the techniques starting in 7.2.

7.1 Creating a New Group

Before specifying a group for a particular site, we need to setup the group parameters, so
Urchin will now how to behave for that group. Follow these steps for setting up a group:

Step 1: Choose a name for the group. The name must not contain whitespace or
any special characters and should be less than 30 characters long.

Step 2: Go into the “ugroups” directory within the distribution.

cd C:\path\to\urchin\ugroups

Step 3: Copy the default group directory and everything in it to a new directory
named after your new group name.

xcopy/ el/i default newgroup

That'sit. You now can use the newgr oup hame in a specification below. Choose the
specification method that matches your setup. Most sites can use 7.2, specifying the
group in the config file. The next time Urchin runs, it will put the new group name into
the preferencesfile for that site. Then, when you access that site’ s report, Urchin will
read the preferences and use the parameters setup for that group. To customize Urchin
for aparticular group, see the next chapter.

If the group is not specified, then the “def aul t ” group and subdirectory is used for
determining branding, navigations, languages, etc. The name of the directory isthe same
as the name of the group.

7.2 Specifying Groups in the Configuration

Most architectures will be able to use the Urchin configuration to determine the Group
for aparticular report. Thereis a“ReportGroup” directive that allows you to specify a
group for any <Report> entry in the config file. Groups should not contain whitespace
and are case sensitive. Hereisan example of aconfig file that uses two different groups:

<Report>
Report Nane: sitel.com
Repor t G oup: group-a
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</ Report >

<Report>
Repor t Nane: site2.com
Report G oup: group-b

</ Report >

In this example, the first report for “sitel.com” is assigned to “group-a’ while the second
isassigned to “group-b.” These group settings get written into the preferences for each
site, which is then accessed when the user views the reports. The report engine reads the
preferences and determines which group the site belongs to. This group information can
be used to deliver custom branding and features.

Before running Urchin with the above configuration, you should setup these group
definitionsin the ugr oups directory according to section 7.1.

7.3 Specifying Groups on the Command Line

In addition to the configuration directives, Urchin can be used from a script using
command line options. The“-G” flag can be used to determine the report group. For
example:

.\Aurchin —r report-directory —R nysite.com -G mygroup —-I | ogs

If you are using command line scripting to run Urchin for each site, one at atime, then
the “-G” flag can be used to specify the group. Without the “-G”, Urchin will use the
“default” group. In the above example, the group is specified as “mygroup”.

Follow the instructionsin 7.1 for setting up the group directories.

7.3 Using the CGI Specification

Thisoption isusualy reserved for use with centralized reporting. Under centralized
reporting, all datafor all sitesis stored centrally, and each user accesses their reports
from the central location. In order to figure out which report to deliver, the urchin.cgi
application needs to know the username of the authenticated user, and optionally, the
groupname. This group name s then used to deliver custom branding, etc. in the normal
fashion.

After setting up groups as per section 7.1, we need to pass the “ GROUP” environmental

variable to Urchin viathe API. Please contact our technical support if you are using
centralized reporting for more information.
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7.4 Specify Groups Manually

Since the preferences file is human-readable, it isfairly easy to edit thisfile either
manually or with ascript. Thefileislocated in each site’ sreport directory in the “udata’
subdirectory:

cd C\reportdirectory\udata
edit prefs.udb

The preferences file contains the group information in the following format:

report Nane: sitel. com
report Goup: group-a
Seri al Nunmber :

Li censeCode:

LastHit: 955325875
Language: engl i sh
Ur chi nLogo: 0

Each line contains one name-value pair separated by a colon with potential white space.
Using a scripting language, administrators should easily be able to edit thisfile and
change the reportGroup entry. Aslong as the reportGroup entry is not specified in the
configuration, Urchin will not overwrite this value.

The prefs.udb file is then used by the reporting engine to determine which group the site
belongs to, and which set of navigation, branding, icons, etc. to use. Follow the
instructionsin 7.1 for setting up the group directories and the instructions in the next
chapter for customizing Urchin.
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8. Customizing and Co-branding Urchin 3

This chapter describes the different methods for customizing the look and feel of all
reports produced by the Urchin 3 interface. If it isdesired that the customizations apply
to agroup of users, please see the chapter on “Creating Groups of Users’ for more
information on that subject. This document covers:

1.1 Co-branding the Top Frame of Urchin.
1.2 Modifying the Navigation.

1.3 Modifying Text and Help Text.

1.4 Modifying Colors and Fonts.

1.5 Modifying Icons.

Most of these changes are made in the distribution and require some knowledge of
javascript and how web pages are put together. Since these changes are made in either
the “ugroups’ or “uicons’ directory in the distribution, one should make a backup copy
of any files before modification.

Please note that while it is possible and documented how to modify many features of
Urchin, it is recommended that only the Top Frame be modified as described in section 1.
Modifications of other components may have adverse effects on the form and function of
the application.

8.1 Co-branding the Top Frame of Urchin

% Avanced Visitor Reparting

The top frame of Urchin can be easily modified to incorporate your company’s color,
logo and, optionally, banner advertising. The top frameis actually two frames: aleft
frame containing the Urchin logo, and the right frame containing the company logo and
banner space. Thetop right frameis easily modified by editing the HTML in the
“topframe.html” file within the distribution. For the default group of users, thisfileis
located in:

C.\distributionpat h\ugroups\defaul t\topfrane. ht m

Thisfile can be completely changed or simply modified to create the colors and effect
you are looking for. After changing the file, simply reload the Urchin interface to see
your changes. To simply modify the background color and company logo, follow these

steps:
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1. Edittheline <BODY bgcol or =0000AA ... changing the 0000AA to the hex
color of your choice. Thiswill change the dark blue to your color.

2. Next, edit the company logo by changing theline <I MG
SRC="ui cons/ defaul t /1 ogo. gi f" ... toyour company logo image. You
can either replace thel ogo. gi f intheui cons directory or change the SRC
path to wherever it islocated. Y ou may need to change the height and width
tagsto reflect the new image.

3. Finaly, you may need to modify or replacethevi sreport. gi f fileinthe
uicons directory so the background matches your new background color.

After reloading, you will see your new top frame branding. If you have chosen a
different background color than the default blue, you may wish to change the Urchin
background color so that it matches the entire top banner. To do this, edit the

t opcol or. ht nl filelocated in the same place asthet opf rame. ht m . Thisfile contains
asingle hex code for the color of the top left frame. For the default group thisfile located
in:

C:\distributionpath\ugroups\default\topcolor.htm

Simply change the RGB hex value to the color of your choice. After writing the file,
reload the Urchin interface to see the final changes. Y our top frame branding should now
be complete and consistent.

8.2 Modifying the Navigation

The menus and report features of Urchin can be optionally turned off or disabled. If, for
example, you are not processing the referral information for a particular site, you may
want to disable the referrals section of the navigation so there are no blank reports
provided to your user group. Or, if there is no e-commerce associated with you may
want to disable the e-commerce component of Urchin. There aso might be atime when
you want to show samples of a particular section and use the samples to upsell the end-
user from one hosting service to another. Both of these options are available and are
provided by using the following two javascript functions:

par ent . di sabl e(report nunber);
par ent . upsel | (reportnunber);
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These entries are made in the navi gati on. j s filelocated in the ugr oups directory. If
you are editing the default group, then the file is located at:

C.\distributionpath\ugroups\default\navigations.js

Simply edit the file adding the above commands, one per line. Some examples are
provided in thefile. The reportnumber is replaced with a code for the specific report or
menu you wish to modify. For example, if you wish to turn off the “Directory Tree”
report, you would disable report number 1202. Hereisacomplete list of report numbers:

Report number Report Title
1100 Traffic*

1101 Snapshot *

1102 Summary

1103 Hourly Graph
1104 Daily Graph
1105 Mont hly Graph
1106 Top Servers
1200 Pages

1201 Top Pages
1202 Directory Tree
1203 File Types
1204 Status/Errors
1205 Post ed Forns
1300 Referral s
1301 Top Referrals
1302 Top Keywor ds
1303 Referral Tree
1304 Sear ch Engi nes
1400 Donai ns

1401 Top Donai ns
1402 Domai n Tree
1403 Top Countries
1500 Br owser s

1501 Browser Tree
1502 Pl atform Tree
1503 Top Conbos
1600 Tracki ng

1601 Top Entrances
1602 Top Exits
1603 Click Through
1604 Depth of Visit
1605 User nanes
1608 Length of Visit
1700 E- Commer ce
1701 Total s

1702 Top Products
1703 Product Tree
1704 Regi ons

1705 Top Stores

The first two entries indicated with an (*) cannot be disabled. After making changesto
thefile, be sureto reload the Urchin interface in your browser and check your results.



8.3 Modifying Text and Help Text

All the text displayed in the navigation and reports can be modified. While adeviation
from the default text may cause confusion in the extended help documentation or multi-
lingual capabilities, it is possible to make some changes. Specificaly, if you want the
extended help links (provided at the bottom of each report) to link to your own

hel p/support areainstead of the www.urchin.com, follow these instructions.

All of thetext information is provided in alanguage javascript file located in the
distribution. For the default group, the directory:

C:\distributionpath\ugroups\defaul t\|anguages

contains all of the language files. It isimportant when editing these files to make sure the
integrity of the javascript is maintained. Each word, phrase or paragraph used in Urchin
isfound in these language dictionaries. For example, if you wanted to change the word
“Snapshot” to “SuperGraph” in the English version, you would edit the english.js file
in the above directory, changing the line:

parent.ssLoad( 2, "Snapshot");
to

parent.ssLoad( 2,"Super G aph");

After reloading the Urchin interface in your browser, you should see the modification.
Be sureto hit the “reload” button. It isimportant that each entry remain on one and only
one line and that all quotes, parenthesis, and other marks are intact for the javascript.

Help Text Links
In another example, if you wish to change the links in help information to point to your
local support area, you could modify all the lines that contain:

HREF=\"ht t p: / / www. ur chi n. conf hel p/ en30/ ...htm\"

to your own local links. Be sure to keep the backslash in front of each quote. Thisis
critical for the javascript to pass the link correctly to the browser.

Upsell Information

If you plan on using the upsell feature of Urchin, you will want to edit entry number 67 in
the language files. Thisisthe text that is displayed below a sample report that what set as
an upsell feature. Thetext can contain HTML images and links as long as all quotes are
proceded with a backs ash.
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8.4 Modifying Colors and Fonts

This section describes how to change the colors and fonts used in the reporting and
navigation areas. Whileit is straightforward to modify these features, it should be done
with caution and only when necessary. Changes to the colors and fonts could have an
adverse impact on the functionality of theinterface. Our graphics team spent many
moons designing the thing for maximum functionality with al browsers and platforms.
Certain fonts and colors work better across different systems, and changing these could
cause unpredictable results.

All modifications for colors and fonts are accomplished by modifying the gr aphics. j s
file located in the appropriate group’ s directory. For the default group, thisfileislocated
in the distribution:

C:\distributionpath\ugroups\default\graphics.js

Upon inspection, this file contains some javascript that sets the icons directory, fonts, and
colors used in the reporting and navigation. Modifying iconsis described in the next
section, but here we cover the fonts and colors. The file should look like:

parent.icons = "default";

parent. fonts[0]
parent. fonts[1]
parent.fonts[2]

' <FONT FACE="Verdana, Ari al , Hel veti ca" size=-2 col or=bl ack>';
' <FONT FACE="Verdana, Ari al , Hel veti ca" size=-2 col or=white>';
' <FONT FACE="Ti nes Roman" size=-7 col or=bl ack>";

parent.col ors[0] = "FFFFFF";
parent.col ors[1] = "000000";
parent.col ors[2] = "0000AA";
parent. col ors[ 3] = "CCCCCC';
parent.col ors[4] = "EEEEEE",
parent.col ors[5] = "FFFFFF";
parent. col ors[6] = "66CCFF";
parent.col ors[7] = "B9E7FF";
parent.col ors[8] = "FFCC66";
parent.colors[9] = "FFE699";
parent. col ors[10] = "8FDD8F";
parent. col ors[11] = "CCE9CC';
parent. col ors[12] = "66CCCC';
parent.col ors[13] = "AFEBEB";
parent. col ors[14] = "CCCC66";
parent. col ors[15] = "E3E3AA"
parent. col ors[16] = " CCCCFF"
parent.col ors[17] = "E3E9FF";
parent. col ors[18] = "FF9900";
parent.col ors[19] = "339933";

While easy to modify thisfile, it iscritical that the javascript integrity is maintained.
Only edit the blue text above and be sure to keep the rest of the text the same including
all quotes, equal signs, spaces, €tc.

Towards the top of the file, there are three lines that describe the fonts used in the Urchin

reporting and navigation. These lines begin with parent . f onts and are subscripted
zero through two. By modifying the blue text in each line, you can change the fonts.
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Since each font is subscripted with a number, we will refer to the first font as font-0, the

next as font-1, and so forth. The following diagram shows the location of each font in the
Urchin interface.

x| Fent-0 Font-0

Font=0 : Font-0 Font-0 : Font-0

Fonk-0 Font-2 _
i
EIJ Font-2
& Fonk-0 = ™
& L
El I
Font-1 - -
| Font=0 e Font-0

e

e
i Fone-D it

Fonk-0
Fonk-2

Asindicated in the above diagram, the three fonts are used in both regular and bold-face
formats. In general, Font-0 is used as the standard black font; Font-1 is used as the white
font; and Font-2 is used as areally small black font. After changing fonts, be sure to
check al of the navigation, as the new fonts may have increased the width of the
navigation words beyond their storage area.

The colors used in the reports and navigation are changed in the same way. By
modifying the blue text in the gr aphi cs. j s file as described above, one can change just
about every color in thereports. All of the color lines begin with parent. col ors and
are indicated by the subscript between the brackets. We will refer to thefirst color by its
index, Color-0, the next color as Color-1, and so forth. To change one of the colors,
simply edit the RGB hex value between the quotes. For example, to change the Color-0
from white to yellow, you could change the line:

parent.col ors[ 0] = "FFFFFF";
to
parent.col ors[0] = "FFFF00";

Be sure to leave the quotes and equal signsintact. Also, it is probably a good ideato
make a backup copy of thisfile before editing, so that you can always go back to the
default colors. To see which colors affect which areas, refer to the diagram below.
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The diagram shows an expanded view of the navigation and two reports so that al colors
can viewed. Colorsareindicated in brackets. An [x] indicates that the color is controlled
by the currently selected navigation item. An[IMG] indicates that the region or item is
not controlled by acolor, but isin fact an imagein theicons directory. Be sure to reload
the Urchin interface after changing colors. One extrathing to check isthe visibility of
the fonts on the colors behind them. Using various monitors, one should verify that the
new colors do not affect text legibility.

8.5 Modifying Icons

This section describes the procedure for modifying icons in the distribution. In addition
to the colors and fonts, there are alimited number of icons that are used to draw the
navigation and reports. These icons (gifs) reside in the ui cons directory within the
distribution.

It is possible to have multiple sets of icons which can be used for different groups of
users — see the chapter on setting up groups. The control for which set of iconsisused in
the reportsislocated in the graphics. js file, described above. Located in the ugroups
directory, thisfile contains the line:

parent.icons = "default";

which specifies the icon subdirectory in the ui cons directory to use. For example, the
above entry means that the icons will used from the directory:

38



C:\distributionpath\ui cons\default

It isagood ideato create aworking directory for icons and leave the default ones alone.
This can be accomplished by running:

cd C\distributionpath\uicons
xcopy/ el/i default nyicons

Edit ..\ ugroups\defaul t\graphics.js changingdefaul t tonyi cons

Thisway you can mess with theiconsin the nyi cons directory and still have the default
onesfor later use or reference. All icons are gifs and can be edited using standard tools
such as Adobe Photoshop®. Be sure to keep the width and height of the imagesin
pixelsthe samein order for the HTML tablesto display properly. The following table of
icons and filenames will help you figure out which icons to modify.
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| Filename

Inmage

| DescHplton

| highlight. gif | | Top of navigation buttons,
shadow, gif | | Bottorn of navigation buttons.
ind1,gif ‘H Clazed menu button,

indz, gif ;1 Cpen menu button,
ind1z,gif ﬂ Button for date range.
ind13, gif w Button for date range.
ind14,gif m Button for unselected date range.
ind4, gif H Tools buttan.

ind5. gif u Tools buttan.

indé&, gif d Tools buttan.

bigtab. gif _ Curue before report title.
tabsidel. gif r Left zide of tabs in report.
tabsidez, gif ) Right zide of tabs in report.
| hbar gif | | Harizontal graph bars

| gridz, gif | | Snapshot graph background.
| green,gif | L] | Green bar graph colar,

up. gif | (] | Previous button,

| down, gif | = | Mext butkon

| go.gif | | Go Button

ind9, gif | L | Clazed tree elermant,

imd10, gif | T | Open tree elarment

| harraw. gif | v | Help ican.




9. Configuration Directives

The bulk of Urchin configurations are handled by the confi g file located in the Urchin
distribution. Thisfile contains configuration directives that tell Urchin how to run and
what to process. There are two types of configuration directives: global and <Report >
directives. The global directives guide the entire operation of Urchin including the
System Report, whereas the <Repor t > directives are site specific. They define the
location, URL, and other information associated with a specific site.

In addition to the conf i g file, there are command line options that can be used from a
script to specify single site reporting options.

9.1 Global Directives

Di stri buti onPat h: C.\Program Fil es\Urchin... (default = .\)
This directive sets the location of the Urchin distribution, which is needed for languages
and icons.

DNS N oops: i nt eger (default = 5)

This directive specifies the maximum number of DNS processing loops Urchin will use
when resolving |P addresses in the webserver log files. The default is 5 loops, which is
generaly adequate. Urchin will finish DNS resolution processing after processing this
number of loops, or if the resolution specified by the DNS_Tar get directive is met,
whichever comesfirst. If you want greater resolution (at a performance cost), increase
this number to a maximum of 8. Decrease the number if you want DNS resolution to run
faster. Be sureto seethe DNS_Tar get directive aswell.

DNS Tar get : 0-100 (default = 80)

This directive specifies the DNS resolution percentage that Urchin will strive for when
resolving |IP addresses in webserver log files. The default is 80%. If you want greater
resolution (at a performance cost), increase this number up to a maximum of 100.
Decrease the number if you want DNS resolution to run faster. Increased resolution may
require scaling the DNS_NI oops directive up from the default of 5 as well.

KeepVi si t or Dat a: on| of f (default = off)

This directive allows visitor data to be merge between Urchin processing. Normally, you
will not need this directive, but if you have multiple logs for the same site, and process
them at different times, this directive can be enabled. It will increase the size of data
storage.

Li cense: ABCD- ABC. . . (default = 0)
This directive will store the license string provided by our licensing center upon
registration. Please see our website for information on obtaining alicense.
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Limt DBTabl es: i nteger (default = 10000)

This directive controls the number of records that will be stored in the database files.
Thisworks similarly to how MAX_PAGES works on page entries, except that
Limit_DBTables affects the domains, referrals, and browser reports. This value can be
set arbitrarily low to conserve resources. To prevent any decrease in processing
performance it is recommended that this value not exceed 30,000.

Max Pages: i nteger (default = 998)

This directive specifies the maximum number of unique pages that Urchin will keep track
of for the Pages report. If Urchin finds more unique pages than Max_Pages, it will lump
al remaining pages into the page report as “other.html”. If you are seeing alot of page
counts for “other.html”, increase this number.

NOTE: runtime memory requirements increase significantly for values greater than
1600. It is recommended that you increase this value in small increments (e.g. 100 at a
time) to decrease “other.html” pages.

ProcessBrowsers: on| of f (default = on)
Normally on, this directive allows you to explicitly turn off the processing and data
storage associated with browsers.

Pr ocessDNS: on| of f (default = off)
If you wish to use Urchin’sfast reverse-DNS module, then you will want to turn on this
directive. Be sureto specify the “ResolverlP’ aswell.

Pr ocessDomai ns: on| of f (default = on)
Normally on, this directive allows you to explicitly turn off the processing and data
storage associated with domains.

ProcessEcommer ce: on| of f (default = on)

Normally on, this directive allows you to explicitly turn off the processing and data
storage associated with e-commerce. Urchin will automatically detect the presence of e-
commerce data.

Processl P: on| of f (default = off)

Changes behavior of the Domains report so that | P addresses are shown instead of
resolved hosthames. In order for the ProcessIP directive to work, the ResolverlP directive
must not be set. The Top Countries report will not produce a country list when only 1Ps
are used for Domains reporting.

Pr ocessPages: on| of f (default = on)
Normally on, this directive allows you to explicitly turn off the processing and data
storage associated with pages.

ProcessReferral s: on| of f (default = on)
Normally on, this directive allows you to explicitly turn off the processing and data
storage associated with referrals.

42



ProcessTracki ng: on| of f (default = on)
Normally on, this directive allows you to explicitly turn off the processing and data
storage associated with tracking.

Qui et : on| of f (default = off)
If set to “on”, this directive will turn off al runtime output from Urchin. This can be
useful if you have alarge number of sites and don’t want to see the output for each one.

Repr ocessDay: YYYYMVDD (default = 0)

If thisdirectiveis specified, Urchin will only extract hits for the specified date when
processing the webserver logs. Urchin will first zero out the statistics for that day, then
reprocess that day’ s entries. Thisis useful to redo a particular day’ s log file(s) if the logs
were incomplete, corrupt or missing when Urchin was originally run.

Resol ver | P; 127.0.0.1 (default = 0)
If you are using the Urchin DNS module, you will need to specify the IP of alocal
caching DNS machine. It can be the local machine or one on the local network.

Rest art Command: kill -HUP... (default = none)

This directive alows you to call arestart command in order to rotate logs. If the
LogDestiny directiveis set to archive, Urchin will rename all log files by appending a
date stamp. It then calls this command which to restart the webserver and thus reopen
new logs, and then continue processing the renamed logs.

Rot at eConmand: r ot at el ogs. pl (default = none)
This script/command specified by this directive is called before any webserver logs are
touched. Typically, this command would be used to call a site-specific logrotation script.

Serial: 1234-123. .. (default = 0)
The licensing of Urchin requires both a serial number and a license code. Check with our
website to purchase a serial number.

Ser ver Nane: nane (default = default)
This directive can be used to specify a server name which is then reported on in the
System Report.

Shi ft UTC. on| of f (default = off)

This directive will use the offset in Apache logs to calculate the time of each entry in
UTC time, which will change the way the report datais displayed.

Note: 11Slogs aready enter all log datain UTC.

Sym i nks: linkall]|linknone|linkdir (default = linkall)
Controls the way Urchin uses symbolic links in the ReportDirectory directory. By default
Urchin will create symbolic links for ugroups, uicons, and index.cgi in ReportDirectory
that point back to the real location of the filesin the Urchin installation directory. This
saves disk space by not copying files unnecessarily. The default can be changed to
address special web reporting configurations (e.g. ones where links to executable
programs outside the web documents area are not allowed).
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The options for Symlinks are:

Linkall: Create ugroups, uicons, index.cgi symlinks (default behavior)

Linknone: Don't create any of the standard symbolic links

Linkdirs: Create only the symbolic links for ugroups and uicons directories, but copy
urchin.cgi asindex.cgi into ReportDirectory.

SystenDi rectory: C.\.\systenreport (default = .\)
Use this directive to specify the location of the System Report. The System Report needs
its own directory for reporting.

Syst enReport : on| of f (default = off)
Enable this directive to turn on the System Report function of Urchin. Be sure to specify
avalid System Directory aswell.

Testonly: on| of f (default = off)
Usually used as the —t flag on the command line, this directive will not actually process
log files. Urchin will just print out the current configuration.

Ti meOf f set : i nteger| Local Ti ne (default = 0)

This directive will shift data back from UTC time into any time zone chosen. Can be
specified in seconds or as Loca Time. Seconds can be specified as positive or negative to
go in either direction from UTC. If the string Local Time is specified the datawill be
shifted back to the local time for the server on which Urchin isrunning. When this
directiveis used you must also set ShiftUTC to “on”, otherwise TimeOffset isignored.

Urchin Priority: Hi gh| Nor nal | Low (default = Nornal)
This sets the value of Urchin’s runtime process priority. Setting this value allows tuning
of Urchin’s CPU usage.

Var Code: Host i ngConpany (default = off)

This directive specifies the Reseller code which is used when end-user customers do
licensing so that the licensing transaction is flagged with the Hosting Company’ s
identification. Thisis an integer number assigned by Quantified.

Vi sitor Tinmeout: i nt eger (default = 1800)

This directive specifies the number of seconds between hits from the same | P address that
defineaVisitor (a.k.auser session). By default, if no hits are seen from avisitor IP
address in 30 minutes (1800 seconds), Urchin will consider the next |P address from this
|P address to be anew visitor.

9.2 Site Specific Directives

<Report>..</ Report >

Each site report needs to be surrounded by one of these pairs. Much like an HTML tag,
they signify the beginning and ending of areport entry. Each directive should be on its
own linein the config file.




Centrali zedReporting: on| of f (default = off)

This directive specifies that all sites should use the same reporting directory and data
structure. Thisisaspecia option designed for large on-line communities and is not
included in the normal distribution.

DecodeURL: on| of f (default = off)

This directive controls whether Urchin will translate HTML encoded characters (e.g.
%A5) it parsesin the URL request, the URL query string, the referral, or the referral
keywords so that the real character is displayed in the reports. When set to off Urchin will
simply map the percent sign to an underscore and display the rest of the HTML encoding
asit appears (e.g %A5 will be reported as_A5). With DecodeURL set to on, %A5 would
appear asthe character it represents, the yen currency symbol ¥.

Def aul t Page: pagenane. suffi x (default = none)

Used to specify the name of the default page Urchin will use to report page views for
URL requests such as * http:/www.site.domain/”. Some common choices for DefaultPage
may include index.html or default.asp.

Dynani cURL: /i ndex.cgi ?(.*) (default = none)
Thisfilter appliesto only the next log entry. Using regular expressions, it can be used to
reproduce a URL from a dynamic one that would ordinarily not report correctly.

Ecomer ceFor mat : el f (default = elf)

This directive specifiesthe log format of all e-commerce logs that appear after this
directive. Whileit’s not normally needed, it is used on special installations. Currently
only ELF (E-Urchin Log Format) is supported.

Ecomer celLog: C:\logs\econmerce.log (default = none)
Specifies the location of an e-commerce log file. Be sureto use the full path to thefile.
See the TransferL og directive for a description of how to specify alog file name that
includes a timestamp.

Err or For mat : apache (default = error)
This directive specifies the log format of all error logs that appear after this directive.
Whileit’s not normally needed, it is used on specia installations.

ErrorlLog: C\logs\error.log (default = none)

Specifies the location of an error log file. Be sure to use the full path to the file. See the
TransferL og directive for a description of how to specify alog file name that includes a
timestamp.

FilterField: i nt eger (default = 4)

This directive specifies which field in the log line to filter using the Filterin, FilterOut,
and DynamicURL filters. The default isthefifth field which isthe URL request. The
first field is number zero.
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Filterln: good\ . htm (default = none)

This directive specifies aregular expression filter that is applied to only the next log
entry. Used in conjunction with the FilterField directive, this directive requires that all
hits match the filter. Multiple filters can be used.

FilterQut: bad\. ht m (default = none)

This directive specifies aregular expression filter that is applied to only the next log
entry. Used in conjunction with the FilterField directive, this directive eliminates al hits
that match the filter. Multiplefilters can be used.

LogDesti ny: del ete| archi ve|dont touch (default = dont touch)
This directive specifies what to do with logs after processing. The default isto not do
anything which assumes that you have control over your own log rotation. The delete or
archive options should be used with Urchin log rotation.

LogEncodi ng: en|jp (default = en)

This directive toggles Urchin’s ability to process log files that contain Japanese double
byte character. For agiven log file, choosing en or jp will produce somewhat different
numbers in the Keyword and Search Engine reports. This is because the character
encoding in the keywords, which affects both these reports, will be interpreted differently
based on your LogEncoding setting. The is some potential additional overhead in
processing time when using the jp setting.

LogFor mat : conbi ned|iis (default = conbi ned)

This directive specifies the format of the log entries that follow it. The default isthe
extended combined format (A pache, Netscape, most Unix webservers). Microsoft [1S 4.0
and 5.0 WC3 log formats are also supported.

Quer yToken: character (default = ?)

This directive allows the user to select what character will be used to separate the base
URL in a GET request from the query string portion of the request (e.g. such asa
parameter list passed to a CGI script). Typically the separator is a question mark, but in
some cases a semi-colon is used.

Ref erral Level : i nt eger (default = 2| 3)

This directive sets the granularity with which Urchin will report on domainsin referral
URLSs. The default behavior isthat if Urchin processes areferral with astandard US
domain (e.g. .com, .gov, .mil) it will report 2 levels of the domain for the referral, so
ftp.quantified.com would be reported as quantified.com in the Top Referrals report. If
Urchin processes areferral for aforeign domain (e.g. .fr,, .nl) it will report 3 levels, so
ftp.quantified.co.uk would be reported as quantified.co.uk. By setting ReferralLevel to a
specific integer you can force all referral domains to be reported with the same number of
levels.

ReportDirectory: C:\urchin\reports\... (default = .\)
This directive specifies the report directory for the current report. A unique complete
path should be specified for each site in the configuration.
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Repor t Donai ns: wi dget.com wi dgets.com (default = ")

This directive specifies the list of comma-separated domains that should be considered
synonyms for the site which you are doing the reporting on, up to a maximum of 499
characters. This directive should be specified when you have multiple domains that point
to the same website (e.g. urchin.com and quantified.com) so that Urchin will properly
filter internal referrals from these domain names. It should also be used if you want to use
an arbitrary namein the Repor t Nane directive. If Repor t Donai ns is not specified,

Urchin will use the domain name given in the Repor t Namre directive.

Report G oup: br andx (default = default)
This directive specifies the report group for the current report. This report group name
can be used to determine branding and other options at report time.

Report Language: engl i sh (default = english)
While the user can change the display language on their own, this directive alows you to
specify which language is used by default.

ReportLi cense: ABCD- ABC. . . (default = 0)
For domain based licenses, this directive is used to store the license code for this report.
Normally, thisis entered through the reporting interface, itself.

Repor t Nane: nysite.com (default = default)

The name of each report should be specified using this directive. For domain based sites,
one should use the domain as the name without the www. Urchin will recognize this as
the primary domain of the site and properly filter externa referrals. If you wish to use an
arbitrary report name, or you have multiple domains that point to the same site (e.g.
urchin.com and quantified.com), you should specify both the primary domain name and
any secondary domain namesin the Repor t Domai ns directive.

Report Seri al : 1234-123. .. (default = 0)
For domain based licensing, this directive specifies the serial number of the license. This
isnormally entered directly through the reporting interface.

Subr eportFi el d: i nt eger (default = 4)

Used in conjunction with SubreportMode, this directive specifies which field to use for
filtering the name of the sitefrom. Thefirst field is zero, and the default is the URL
request field.

SubreportFilter: /ww (. *)/docs/ (default = _none)

Thisregular expression filter is applied during SubreportM ode operation to determine the
name of the site being reported on. The information in parenthesisis kept and used as the
“$1” variable. Thisvariableisthen used in the ReportName and ReportDirectory
directives.

Subr epor t Mode: on| of f (default = off)

When on, this directive specifies that multiple websites are represented in one log file.
Using the SubreportFilter and SubreportField, Urchin can determine which site a
particular hit belongstoo. Seethe Manual for details.
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Tr ansf er Log: C:\l ogs\access. | og (default = none)

This directive specifies the complete path to alog file for processing. Multiple
transferlogs can be used under certain licensing operations. The LogFormat directive
specifiesthe format of thisfile. If thelog file is specified with the pattern YYYYMMDD
init,i.e./1 ogs/ access_| og. YYYYMVDD, Urchin will look for alog file with yesterday’s
timestamp substituted in for the YYYYMMDD section of |og specification. For
example, if Urchinisrun on 02/14/2001, it would substitute the pattern 20010213 in the
log file name and actually process/ | ogs/ access_| og. 20010213.

9.3 Command Line Options

Command line options can be used to control or modify the operation of Urchin either in
conjunction with or without entries in the config file.

Command line options that correspond to global config file directives should cause
Urchin to read the entire config file, then substitute the command line specified global
options for the ones that were set in the config file.

Site specific directives (i.e. those within <Report></Report> blocks) must be used in
conjunction with the -1 LogFile option. If the -I option is used to specify alog file, then
Urchin will only use the config file to read in values set by the global directives. It will
not read any site specific directives within <Report></Report> blocks. It'simportant to
recognize that this means that any other site specific directives will then aso need to be
specified explicitly on the command line. Any site specific directives that are not
specified on the command line when the -1 option is used will assume their default values
as described in the section 9.2. Conversely, site specific directives specified on the
command line will beignored if the -1 option is not also used to specify the log file.

Command line flags modify Urchin's behavior as follows:

- cow This option should be used by itself
after all sites have been processed.
This is only needed if you are running
sites via the conmmand |ine options.
This option instructs Urchin to finish
up the System Report.

-Cenljp Toggl es LogEncodi ng behavior to allow
processi ng of logs with Japanese double
byte characters

-d YYYYMVDD Reprocesses only log file data for hits
that match the date specified. Any
existing statistics for this day are
zeroed out before the log(s) are
processed.

- D DNSresol verl P Turns on reverse DNS and sets the
| P address of the DNS server to be
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used for reverse | ookups.

-e ErrorLog [ErrorlLog] Specifies the name of the error log(s).
Log file names nust be separated by
spaces. The Unix wildcard asterisk can be
used within fil enanes.

-E Ecomer ceLog [ Econmer celLog]
Speci fies the name of the e-conmerce
log(s). Log file nanes nust be separated
by spaces. The Uni x wildcard asterisk can
be used within fil enames.

-f ConfigFile Sets the | ocation and nanme of
the configuration file. The
default location is the distri-
buti on path and the default nane
is "config".

- F For mat Sets the format for all log file(s)
used on the command |ine.

-g integer Set the nunmber of levels in a referra
that will be displayed in reports (see
Ref erral Level directive)

-G Report Group Sets the group nane of the report.
whi ch can be used for custom zing
the interface.

-h Di spl ays the help information
you are view ng now.

-k Cenerate key: Urchin creates a
i censing key needed for the
Dat acent er version

-1 LogFile [LogFile] ... Sets the location and nane of
the log file(s).

-L ReportLanguage Sets the reporting Language if it's not
already set in the prefs.udb file.

- N Report Donai n[, Report Domai n]
Specifies the alternate nanes that
represent the sane website in order to
filter out internal referrals. Mist be a
coma separated |ist.

-not racki ng Turns off Tracking reports which
tend to use a lot of resources.

-p Uchin_Priority Sets the runtinme process priority for
Urchin. Excepted val ues are Hi gh, Normal
and Low.

- P Def aul t Page Sets the value for the default page.
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-Q “char”

-r ReportDirectory

- R Report Name

-t

Qui et nmode: Suppresses details
about |l ogs and reports that are
otherwi se printed out while
Urchin runs.

Sets QueryToken used to separate a URL
fromits query string. It’s advisable to
put doubl e quotes around the chosen
character to prevent interpretation by

t he conmand shel | .

Sets the location of the report
directory.

Sets the nane of the report.
Test node: Directs Urchin to read
the configuration, print out the

configuration details to stdout,
and then imedi ately exit.

Toggl es DecodeURL behavi or to decode HTM
encoded characters
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10. The e-Urchin Module (e-Commerce Reporting)

ELF isan e-commerce log format that allows in-depth analysis of shopping behavior on
e-commerce enabled websites. Combining the webserver's standard access log with ELF,
online merchants gain unprecedented insight into the relationship between all website
visitation parameters and actual money spent - Return on Investment Reporting is here!

ELF is produced by several popular e-commerce systems, including Miva Merchant 2.0
and above. If your e-commerce package does not support ELF, please consult the
urchin.com site for the latest supported formats, or request that your vendor include ELF
support.

10.1 Architecture

Urchin alows multiple log files to be processed and merged before creating reports.
Visitors from one log file are compared and correl ated with the other log files. With the
addition of e-commerce reporting, this feature can be used to correlate data from the
normal webserver log with the ELF e-commerce log. In order to take advantage of this
feature, there are two preparatory steps.

1. Create the ELF log file with your e-commerce system.
2. Make both the ELF log and the normal webserver access log available on the same
system.

Thefirst step isto create the ELF log file from your on-line transaction system (if you
use Miva Merchant 2.0+ you have already got the ability). If your e-.commerce system is
proprietary or uses simple cgi scripts, you should be able to have your site administrator
add the ELF log functionality to the system. A complete description of the log file format
follows below.

If your system is off the shelf or provided by an ISP or hosting company, please forward
them to http://www.urchin.com/ for more information. We have many resources available
and are currently working with many merchant software companies to provide seamless
integration.

Once you have the ELF log file format created, you will need to have the file accessible
along with the normal webserver accesslog. This can be trickier than it seems as often
the main webserver can be a completely different machine than the secure machine
running the e-commerce system. Y ou will need to work with your system administrator
to see which solution makes the most sense for your system. If the log files are on
different machines, you may need to use a script, nfs, ftp or some other way to transfer
the log from one machine to another.
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10.2 Configuration

Once both log files are available to the Urchin program, you will need to edit the Urchin
config file to activate the e-Urchin module and take advantage of the cross correlation.
The following example can be used for most systems:

<Report>

Pr ocessEcommer ce: on

Repor t Nane: yoursite.com

ReportDirectory: C:\sites\yoursite.comurchin

Tr ansf er For mat : iis

Transf er Log: C.\sites\yoursite.com exYYMVDD. | og
Transf er For mat : el f

Transf er Log: C\sites\yoursite.comelf.log

</ Report >

Specify the TransferFormat of each log file BEFORE the actual log file entry.

10.3 ELF, in Detail

The E-Urchin Logfile Format (ELF) format is a tab-separated, multiline format. The
transaction begins with the 1" exclamation mark character (which isthusly prohibited
from therest of the data). The first line contains the geographic and overall information
on the transaction. Subsequent lines contain details on individual products. The basic
format of the file will look something like:

I'transfiel dltransfield2....
productfi el dlproductfiel d2...
productfi el dlproductfiel d2...

ltransfieldtransfield2...
etc.

blank fields should contain a"-" dash character. The format of the transaction
lineis asfollows;

\19%6{ ORDERID} %h%y{ STORE} %{ SESSIONID} %t9%6{ TOTAL} %{ TAX} 9%{ SHIPPING} %{BILL_CITY
}9%{BILL_STATE}%{BILL_ZIP}%{BILL_CNTRY}

where

%{ ORDERI D} isthe order number

9% is the remote host (see apache.org)

%{ STORE} isthe name/id of the storefront

%4 SESSI ONI D} is the unique session identifier of the customer

% istime in the common log format (see apache.org)

o TOTAL} isthe transaction total including tax and shipping. (decimal
only, no "$" signs)

% TAX} is the amount of tax charged to the subtotal
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% SHI PPl NG is the amount of shipping charges

% BILL_CITY} isthe billing city of the customer

% Bl LL_STATE} isthe billing state of the customer

9% BILL_ZI P} isthe billing zip of the customer

% Bl LL_CNTRY} isthe billing country of the customer

the product line format is:

94 ORDERI D} % PRODUCTCODE} % PRODUCTNANE} % VARI ATl ON} 9% PRI CE} % QUANTI T
Y} % UPSOLD}

where

% ORDERI D} is the order number.

%4 PRODUCTCODE} istheidentifier of the product.

% PRODUCTNAME} is the name of the product.

% VARI ATl ON} isan optional variation of the product for colors, sizes, etc.
% PRI CE} isthe unit price of the product (decimal only, no"$" signs).
% QUANTI TY} is the quantity ordered of the product.

%4 UPSOLD} isaboolean (1/0) if the product was on sale.

Here are some example entries:

112313 ppp-46.m a-tc- 2. netrox. net StuffStore 1102323131

[27/Jul /11999: 11: 43: 02 - 0700] 198.12 8.12 10. 00 Cedar Rapi ds | ona 52403 US
12313 102 T Shirt XL 10. 00 10 0

12313 103 Boxers L 9. 00 10 0

112314 213.12.54.123 - 110123413 [27/Jul 1 1999: 11: 43: 02 -0700] 11.75
0.75 1.00 Santa Ana CA 92705 us

12314 102 T Shirt S 10. 00 1 0

For more information, please check the urchin.com website or contact tech
support: support@urchin.com

Currently Supported Shopping/e-Commerce Systems:

MivaMerchant 2.0 and above
ShoppingQ 2.0 and above
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Appendix A. Sample Installations

Examplel
Thisexampleisasingle site single log file setup that uses Urchin to do DNS and rotate

logs. Urchinisbeing used to process the access log produced by 11S. The SystemReport
isnot really necessary since thereisonly site.

### Section 1. d obal Configuration

LogDest i ny: del ete
Pr ocessDNS: on
Resol ver | P: 127.0.0.1

### Section 2: Report Configurations

<Report >

knobs. com

Repor t Nane:
ReportDirectory:
Transf er Log:

</ Report >

C: \'i net pub\ wwr oot \ knobs. com ur chi n\
C:\i net pub\ wwwr oot \ knobs. com exYYMVDD. | og

Example 2
Thisexampleisamulti Site example. Each site has its own access log filelocated in a

common log directory. Urchinis set to process DNS and rotate logs. We do have the
System Report on so we can total bandwith for the entire server.

### Section 1: dobal Configuration

LogDest i ny:

Pr ocessDNS:
Resol ver | P:

Syst enReport:
SystenDirectory:

del ete

on
127.0.0.1

on
C.\sites\systenreport\

### Section 2: Report Configurations

<Report >

Repor t Nane:
ReportDirectory:
Transf er Log:

</ Report >

<Report >

Repor t Nane:
ReportDirectory:
Transf er Log:

</ Report >

<Report >

bobsknobs. com
C: \'si t es\ bobsknobs. com ur chi n\
C:\'si t es\ bobsknobs. coml exYYMVDD. | og

st evesl eaves. com
C:.\sites\stevesl eaves. com ur chi n\
C:\sites\stevesl| eaves. com exYYMVDD. | og



Repor t Nane: ni cksslicks.com

ReportDirectory: C:.\'sites\nicksslicks.comurchin\
Tr ansf er Log: C:\'sites\nicksslicks.com exYYMVDD. | og
</ Report >

Example 3

This example uses a Perl script to process all sites. Each site has an entry in a database
and itsown log file. The global parameters are specified in the config file, and then the
site specific info is passed on the command line. The global info does not contain a
restart command as log rotation must be handled outside of Urchin in this case. There are
multiple access files for each site, so the wildcard is used on the command line.

### Section 1. d obal Configuration

Pr ocessDNS: on

Resol ver | P: 127.0.0.1

Syst enReport : on

SystenDirectory: C. \sites\systenreport\

The perl systems calls are equivalent to:

cd \Program Fi |l es\ Urchin Datacenter\
.\urchin —R bob.com —r C:\sites\bob.comurchin —I C:\sites\bob.com exYYMVDD. | og

.\urchin —R joe.com-r C\sites\joe.comurchin —I C\sites\joe.com exYYMVDD. | og
.\urchin —R sam com —r C:\sites\sam comurchin -l C:\sites\sam com exYYMVDD. | og
.\urchin —R zoe.com —r C:\sites\zoe.comurchin —I C\sites\zoe.com exYYMVDD. | og

.\urchin —cow

After all sites are processed, the —cow option is used to finish up the System Report. This
IS necessary when running command line options.

Appendix B: Installing Task Scheduler for NT 4.0

Since Task Scheduler is required to run Urchin and is not distributed with NT 4.0, you
will have to obtain it from Microsoft's website. Task Scheduler isonly provided as part of
the Add-On components available with Internet Explorer. You must be running Internet
Explorer 4.0 or newer. Microsoft no longer supplies the Task Scheduler that was
available via Internet Explorer 3.x. To verify whether you have Task Scheduler installed,
go to Start Menu - Settings— Control Panel and double click on the Servicesicon. If you
see the Task Scheduler shown in the list of services, you do not need to install anything
further. However you should make sure that the service has started. You should see the
word “ Started” in the Status column of the Services window. See the next paragraph for
details on starting the serviceif it isinstalled, but not running.
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If you discover you don't have Task Scheduler, then you can instal it. Go to Start
Menu - Settings— Control Panel and double click on Add/Remove Programs. Click once
on Microsoft Internet Explorer in the list of installed components. Then click on the
Add/Remove button. In the dialog window that will popup select the radio button that
reads “Add a component”, then click Ok. A setup program will be initialized that will
take you to a Component Options window that will show you the IE components
available for updating. Y ou should check the box next to Offline Browsing Pack, which
is the component that contains the Task Scheduler. Then click the Next button and
proceed with completing the component installation. The new software should install
automatically and prompt you to restart your machine to make the changes take effect.
Once your machine reboots, verify that the Task Scheduler is operational by opening
your Services Control Panel. Go to Start Menu - Settings— Control Panel, and double-
click on the Services icon. Look for Task Scheduler and make sure that the service has
started. Y ou should see the word “ Started” in the Status column. If it is not, highlight the
Task Scheduler item and click Start. Once the service has successfully started, click the
Startup button and set the radio button for Startup Type to be Automatic. This should
ensure that the Task Scheduler restarts every time your machine reboots. Click close to
exit the Services control panel. Y ou can then continue with your Urchin installation.

56



	SUPER QUICKSTART GUIDE	5
	1. Introduction
	1.1 What’s New with Urchin3?
	1.2 System Requirements
	1.3 Privacy and Security

	2. System Readiness
	2.1 Log Formats
	
	
	
	
	
	
	Extended Properties







	2.2 Log Rotation
	2.3 Reverse DNS
	2.4 Urchin Reporting Requirements

	3. Installation
	3.1 Download and Expand Archive
	3.2 Set Up Log Rotation
	3.3 Configure Reverse DNS
	3.4 Configure System Report
	3.5 Configure Website Reports
	3.6 Test Run Urchin
	3.7 Automate Urchin
	3.8 Licensing

	4. Configurations
	4.1 One Logfile per Site Mode
	4.2 One Big Logfile for All Sites Mode
	4.3 Scripting Many Sites Using Command Line
	4.4 Normal Decentralized Reporting

	5. Filtering and Using Dynamic URLs
	5.1 Subreport Filtering
	5.2 Filter In and Filter Out
	5.3 Dynamic URL Filtering

	6. Maintenance
	6.1 How to Add a New Site Report
	6.2 How to Edit or Delete Sites
	6.3 Using the System Report

	7. Creating Groups of Users
	7.1 Creating a New Group
	7.2 Specifying Groups in the Configuration
	7.3 Specifying Groups on the Command Line
	7.3 Using the CGI Specification
	7.4 Specify Groups Manually

	8. Customizing and Co-branding Urchin 3
	8.1 Co-branding the Top Frame of Urchin
	8.2 Modifying the Navigation
	8.3 Modifying Text and Help Text
	
	Help Text Links
	Upsell Information


	8.4 Modifying Colors and Fonts
	8.5 Modifying Icons

	9. Configuration Directives
	9.1 Global Directives
	9.2 Site Specific Directives
	9.3 Command Line Options

	10. The e-Urchin Module (e-Commerce Reporting)
	10.1 Architecture
	10.2 Configuration
	10.3 ELF, in Detail

	Appendix A. Sample Installations
	
	
	
	
	
	
	Example 1
	Example 2
	Example 3







	Appendix B: Installing Task Scheduler for NT 4.0

